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1.0 Abstract
1.0 Introduction
1.1 Motivation
Email spam is constantly on the rise not only is it causing everyday computer users a cost to store, process and read these emails but they often contain sexual material and fraudulent claims.  Beginner users to the World Wide Web and to web based mail are often the unfortunate victims of the hoax emails often supplying internet criminals with valuable information such as credit card details, passwords, telephone numbers etc.
Many companies have produced software to try and combat the current spam problem however the problem still seems to be on the rise and more people are losing out to the hoax emails.

Many of the filtering agents and anti-spam software currently on the market not only cost a lot of money but don’t provide an adequate service.

1.2 Aims and objectives

The main aim of my project is to research and evaluate current anti spam software and to develop an open source filter of my own.  The software will be developed using Python programming language.

Besides the main aim the project objectives I intend to achieve are:

· Research and evaluate existing methods and techniques for filtering spam, a lot of focus on the intelligence of current spam filters.
· Research and improve python programming knowledge

· Prototype and develop a working intelligent spam filter

· Evaluate software against current solutions

· Conclude my finding

2.0 Research

2.1 Introduction

My research will begin by looking into spam and how over the past decade the amount of spam we are receiving through email is growing exponentially.  The research will go onto cover past, present and possibly future ways of preventing spam, and also how developers incorporate ‘intelligence’ into some of their current spam filters.
I will then go onto cover Python the programming language, which I will be researching from the beginning as this is a new language for me and also researching how python is currently used not just in spam filters but also in other applications. 
2.2 What is spam?

“To indiscriminately send unsolicited, unwanted, irrelevant, or inappropriate messages, especially commercial advertising in mass quantities.” Tecrime.com(2007)
Spam is widely recognised as a massive burden to all email users, often revealing explicit sexual content or blatantly trying to retrieve credit card details and personal information.
Since 1978 when the first identified piece of spam was sent via email, the growth has been exponential with no sign of slowing down.
Spam History
· 1978 – An e-mail spam is sent to 600 addresses.
· 1994 – First large-scale spam sent to 6000 newsgroups, reaching millions of people.

· 2005 – (June) 30 billion per day

· 2006 – (June) 55 billion per day

· 2006 – (December) 85 billion per day

· 2007 – (February) 90 billion per day

(SpamLine, 2007)

Tracking the source of spam is very difficult many big orgranisations that send out spam will often pay another company to do it.  Other small time spammers often use ‘email spoofing’, as SMTP (email protocol) has no authentification spammers can change From, Return-Path and Reply-To fields making the email appear to be from someone other than the actual sender.
Spam Statistics December 2006
“The statistics below are current as of 2006, but Spam statistics are quickly outdated. These statistics were derived from a number of different reputable sources including: Google, Brightmail, Jupiter Research, eMarketer, Gartner, MailShell, Harris Interactive, and Ferris Research.” (Don Evett, 2006)
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2.3 Spam prevention techniques

2.3.1 Content-Based filtering
When the earlier spam filters were released nearly all of them would use some sort of content based filtering.  Most of which would be a keyword identifier, as soon as this ‘bad’ word pops up the email is trashed or classed as spam, not very flexible or ‘intelligent’.
The main problem with content filtering is that it relies heavily on the admin creating a very specific list of words or expressions that the filter then relies on to determine whether the email is deemed safe or spam.  The filter normally exists on the ISP’s sever and the mail will be filtered before it even reaches the users inbox.
To help with the filtering developers added the ability for filters to read the ‘header’ contents of an email which contains information about the message rather than the actual content of the body.  Email details such as Return Path, CC, Message-ID, Reply-To can all retrieved from the message header, simple checks can then be performed on the relevant fields and this can then determine whether its spam or not e.g. Are there a lot of email address in the CC field?

Good Points
· Easy to use, basic operations to prevent spam

· Cheap

· Email is intercepted before it reaches user

Bad Points
· Very time consuming for an admin to maintain
· Lots of false positives
· Filter will often miss spam.  Different ways of spelling the same word are used e.g. V1agra, vi_agra etc.  This also in turn increases the workload for the admin as these new words need to be added to the database.

· Spam emails can be sent as images instead of actual text making it impossible for a content based filter to analyse the email.
· Spam emails can sometimes be made up of ASCII characters creating a word or phrase, it is impossible for a content based filter to recognize these emails as spam.
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Fig 1.0 ASCII Viagra (oreilly.net)

2.3.2 Content based filtering with Statistical analysis
As content based filtering had so many disadvantages developers were determined to develop software that could incorporate some sort of statistical analysis to determine whether or not an email is spam.
One particular statistical method for preventing spam was brought to the forefront of intelligent filtering in 2002 by Paul Graham who produced an influential article called ‘A Plan For Spam’ which laid the foundations for statistical analysis on emails.  Paul implemented a filter that used Bayesian based classifiers to determine whether the mail received was spam or not.
Bayesian filtering

Bayesian filtering is named after the mathematician Thomas Bayes.  The idea is a Bayesian filter will examine the content of the email, the header and Meta data.  Spam can then be filtered out based on the correct identification of certain words in an email and the probability of that word being spam.

One of the main advantages of using Bayesian is that the filter can ‘train’ itself to keep up to date with spam developments.  The user selects emails daily which it considers to be spam and marks them with an x, the theory is that after a few weeks of doing this the filter would of built up a big enough knowledge base to expose most of the spam mails, and of course mails that do get through can be added to the filter, constantly updating its database.

In the context of spam, below is an example formula using bayes theorem.

“probability that an email is spam, given that it has certain words in it, is equal to the probability of finding those certain words in spam email, times the probability that any email is spam, divided by the probability of finding those words in any email:”
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Advantages
· Filter can be trained based on the user
· Personal emails such as work, friends etc will be assigned a lower probability rating lowering the chance that a legitimate email will be falsely identified as spam
· Very efficient and quick to recognize spam
· Easy to implement
Disadvantages
· May take time to achieve a good level spam filtration

· May not be accurate initially causing a lot of false identification of legitimate emails

2.3.3 Heuristic Filtering
Heuristic filtering works by applying a set of rules to e-mails and then assigning them rules certain numeric values.  The filter searches through the mail identifying words or phrases it may perceive to be spam and tallies the ongoing score, the end total will then be compared to an overall score and will be labeled spam, not spam or unsure.  For example, the word loan may appear in a legitimate e-mail from your bank reminding you of a payment, many spam e-mails may also contain the word loan.  However spam e-mail may also contain words such as ‘Apply now’, ‘Low APR’ etc.  As the filter searches through the content of the e-mail these extra words and phrases that are present will increase the score making it obvious spam.
Advantages
· Good level of accuracy when determining spam or not
· Very good at recognising emails that are often tagged as spam when there really legitimate
· A lot of software that uses this type of filtering is open source and free to anyone

Disadvantages
· Not many filters that use this technique

· Spam is sometimes sent as images the filter would not be able to analyse this

· Large e-mails can take particularly long to be fully analysed

2.3.4 Check-sum based filtering

Check-sum based filtering reduces a received email down to a checksum; this is then compared against a database of known checksums that have been previously identified by the developer or the user.  If the checksum matches up in the database then the email is likely to be spam.
Advantages
· These filters allow users to add checksums from emails to their database, enabling the user to constantly expand the applications database of known spam.  
· Reduces administrator work load, users can define spam emails themselves
Disadvantages
· Hashbusters – Spammers insert random words and phrases that are often invisible within the email this increases the checksum value and the database is unable to find a match, allowing it through the filter.
2.3.5 Tarpits

A tarpit is designed to slow down the spammer as much as possible.  The software is usually placed on the server and when the server recgonises a spam mail it will purposely slow down the rate at which the spammers can spam more mail into the server, often the spammer will disconnect if the server does not respond quickly.

2.3.6 Honeypots
This method helps trap spammers and also waste their time.  Spammers often probe servers for open proxy’s so they can send spam through it, honeypots are fake open mail relay proxies.  The spammer will try to send mails through however the server will simply destroy them and store relevant information about the spammer. 
2.4 Further research into the Bayesian Filtering Technique
Bayesian filtering will defiantly feature within my filter, and I feel I need to do more research into Bayesian filtering and how it works.  Bayesian filters calculate the probability of a message being spam by its content.  It also has the ability to ‘learn’ and adapt creating a very robust adaptive filter.  

2.4.1 How does it work?

When a new mail is received it is analyzed by the Bayesian Filter, the probability of the entire message being spammed is determined by calculating individual characteristics of the email.  

The filter scans through the content of the entire mail, including words, phrases, any META data, JavaScript and HTML.

Once the filter has finished scanning the message it will have created a table containing the word and the number of occurrences of this word.  Each word is then assigned a probability value, these values are usually stored in a separate table and are pre-determined by the admin

For example, if the email contained the word ‘Elephant’ this rarely appears in spam and may be assigned a value of 0, however if in that same email the word ‘Loans’ appear then this maybe be assigned a very high value such as 0.8(80%).  Words in the email that are classed as safe are then subtracted from the words that have been classified as spam, this will then produce an overall figure which will determine whether the entire message is spam or not.  In this example if the person in question was an elephant vet, however was receiving spam from the Elephant Loans company then this type of filter can distinguish between very closely related emails where one can be spam and the other is not.

A good example of a Bayesian Filter is Paul Grahams Plan For Spam, his technique uses 3 hash tables 2 of which hold the good and bad words, and another with the probability of them words being spam.  All the words in both the good and bad table are assigned a probability rating each table is then tallied up and an overall value for the entire message is assigned, this then determines the likelihood of it being spam.  Below is a part example of Paul Graham’s code
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2.4.2 Training the filter and Bayesian learning
Bayesian filters can ‘learn’ from their users decisions constantly increasing there performance, by ‘training’ the filter this increases its knowledge of spam words.   Most Bayesian filters come with a training tool which allows the user to feed in previously received spam mails, the filter then analyses them and begins to ‘learn’ what type of spam this specific user is receiving.  This is very clever as the filter can grow to each user specific requirements.  

Gradually after time the filter will intelligently build up its own knowledge of the user and type of spam the particular user receives.  It is also becomes easier for the filter to pick out legitimate emails over time, every user has very differing characteristics when it comes to legitimate mails e.g. users have different workplaces, fan clubs, hobbies etc.  By building up a knowledge of the filter to analyze mail quickly and a lot more accurately.  
2.5 Current Solutions

There is currently a lot of software available for users to buy to help protect them against spam.   I have aimed my research at filters that use the techniques described above , below are a few examples of applications I have used whilst researching for this project, nearly all of these are free or the current demo version.  
2.5.1
[image: image2.png]& spam’ .1,




Website: www.spambully.com
Filtering Technique: Statistical analysis, Intelligent Bayesian Filtering.

“End your spam nightmare and make email enjoyable again by keeping your Inbox free of annoying spam. Our intelligent spam filter for Outlook and Outlook Express analyzes email so effectively that in many cases it is more accurate than filtering by hand. Easy to use!” (www.spambully.com)

SpamBully is one of the biggest spam filters on the market, it receives a lot of good reviews and there software is easy to use.  I was only able to test this for 14 days and with limited functionality, the full version retails at $39.99.  The software does seem to be over priced, however just from using the demo for 14 days I can easily see why so many users like it, especially people who don’t have much technical computer knowledge and would just like to stop the spam as easily and efficiently as possible.
SpamBully uses the Bayesian filtering technique to classify each email, the filter can also be trained based on what the user selects as spam which has previously been let through.  After a short while of using the application the filter should attain a certain level of intelligence and be able to filter mails very accurately.  As I only had the demo for 14 days I could only scan mails I had in my trash and anything I received over them 14 days, it was very difficult to note any improvements in the amount of spam let through in comparison to other filters.

Advantages
· Filter can adjust to specific user, build up spam database based on their selections

· Very quick at analyzing big emails

· Full support on website, including FAQ’s and forums.

Disadvantages

· The filter is specific to Microsoft applications such as Outlook, Outlook Express and Vista Mail
· Very expensive
· Users complain that the Auto delete function within SpamBully is dangerous
SpamBully is at the top end of spam filtering software; it retails at a very high price however does offer very good filtering once it has reached a certain level of intelligence.  

Bayesian filtering is available in a lot of anti spam software and filters as good as this one can be found for a much cheaper price and quite often free.

2.5.2
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Website: http://spamassassin.apache.org/
Filtering Technique: Bayesian Filtering, Heuristic filtering

“SpamAssassin is a mail filter to identify spam. It is an intelligent email filter which uses a diverse range of tests to identify unsolicited bulk email, more commonly known as Spam. These tests are applied to email headers and content to classify email using advanced statistical methods.”(From Website)

SpamAssassin combines both heuristic and statistical analysis to insure even more accuracy when identifying spam.  Statistically the filter identifies spam using the Bayesian technique, very similar to SpamBully.  The filter also has a huge database of rules so that heuristic analysis can be applied to each email.

 Advantages
· Free to download
· Very accurate filtering as a result of using both techniques
· Full documentation and source available
· Very portable, can be used on most operating systems
Disadvantages
· Heavy CPU load when database is big
· Can be slow when analysing big email
2.5.3
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Website: www.death2spam.net
Filtering Technique: Bayesian Filtering
“Death2Spam is an extremely accurate, safe and easy to use spam (and virus) filtering service that seamlessly and silently eliminates junk mail before it even reaches your email program.”

Death2Spam uses pseudo-Bayesian statistics to achieve an amazing accuracy with its spam filtering.  Working as a POP proxy death2spam filters e-mails before they get to the users inbox, it adds tags to what it perceives to be spam and then moved to a separate folder.  All this is done via a web tool which the user signs up to, there is no downloading of software as everything is browser based.

Advantages
· Very accurate filter, with extremely low risk of catching good mails

· Nothing is downloaded to the user’s computer the filter is totally web based
Disadvantages
· Does not support IMAP accounts

· Death2spam only allows one email account to each death2spam account

2.5.4


K9 uses intelligent statistical analysis such as the Bayesian filtering method to eliminate spam.  K9 works in conjunction with your email program such as Outlook, Vista Mail etc.  K9 continues to learn even after installation; e-mails that are tagged as spam are added to the knowledge base improving the filters accuracy all the time.

Advantages
· Works with any email client

· Has very easy to use interface

· As well as Bayesian filtering, K9 also has sophisticated key word identification

Disadvantages
· Only works with POP accounts will not work with webmail
· Only available for Microsoft operating systems

2.6 Python

Python is a high level object oriented programming language first released by Guido van Rossum in 1991.  Python uses automatic memory management and is often compared to Perl, Ruby, and Java.   Some key features of Python:
· Easy to read Syntax

· Python ideal for prototyping development

· Comes with huge amount of libraries for many common programming tasks

· Good development environment called IDLE

· Very portable runs on a lot of operating systems

· Free to download and use

2.6.1 Syntax and Semantics

Python uses indentation/whitespace instead of curly brackets to delimit statement blocks, python statements include: 

	Statement
	About

	If 
	Conditionally executes a block of code

	While
	Run code until condition is false

	For
	Iterates through loop, changing variables

	Class
	Executes block of code and attaches its local namespace to a class

	Def
	Defines a function


Data types within Python:

	Type
	About
	Syntax

	Str
	String
	Mark

	List
	Sequence of mixed types
	[5.0, ‘String’, False]

	Set
	Unordered, contains no duplicates
	Set ([5.0, ‘String’, False])

	Dict
	Group of key and pairs
	{'key1': 1.0, 'key2': False}

	Int
	A fixed number
	100

	Float
	Floating point number
	3.15615154

	Bool
	Boolean true or false
	True or False


2.6.2 Basic examples of Python programming
Example 1.0 – Printing words and making sentences

The first example simply prints out 4 sentences and combines 2 words to create a phrase.  


Output:

Example 1.1 – Distance divided by rate to find time, asking user for input.

[image: image5.png]print "lnput & rate and a distance”
rate = inpuc("Rate: ")

distance = input("Distance: ")
print "Time:", distance / rate





Output:


Example 1.2 – While loop with If Statements
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Output:


2.6.3 Example Python Applications
3. Requirement Analysis

System Description

The filter will be developed using the Python programming language and will filter spam mail from wanted mail (ham).  The main filtering technique I will incorporate will be the Bayesian, with intelligence in mind the filter should be able to adapt over a certain amount of time to that specific user.  One of the ways to do this is the user will be provided with a ‘training’ mechanism, this will either be in the form of a web based interface or through the python command line. 
The filter will sit between the email client and the ISP server, the users email client will connect to the filter and the filter will use the POP3 protocol to connect to the ISP’s server and retrieve the mail.  Once the mail has been retrieved the filter will scan through the mail deciding if it is spam or not, if it is then [SPAM] will be inserted into the subject title, it isn’t then it will stay the same, or if the filter is unsure I will insert [UNSURE] into the subject title. 



3.2 Use Cases
3.2.1 – User connects to ISP, email is scanned by filter

Use case Description
	
	Actor
	System

	1
	User opens Email client to send/receive mail
	E-mail client connects to filter.

	
	
	Filter handles POP3 connection and mail receive between client and ISP.

	
	
	Filter analyses email.

	
	
	Filter returns email to client.


3.2.2 – User wants to add spam to filter mails using trainer


	
	Actor
	System

	1
	User loads python
	System loads python command line ready for input

	2
	User loads training module by inputting name of module on command line
	System loads module ready for mail input

	3
	User input spam mail received
	System analyses email and provides user with feed back


3.3 Requirements
3.3.1 Functional Requirements
The obvious and most important requirement for the filter is that it has the ability to distinguish between what is spam and what is ‘ham’ (mail we want to keep).  We may also have a case where the filter is unsure and to be safe will ask for your verification before it labels it with spam.  The filter must provide some sort of feedback to the user indicating whether the mail is legitimate or not, the easiest and most obvious way for me to implement this would be by adding a tag to the subject title indicating to the user the legitimacy of the email.
One of the most important aspects that email filters are constantly tested on is the number of false positives they accidently achieve, this is when an email is tagged incorrectly by the filter and sometimes leading to the deletion of an email that could of been important to the user.  The filter must be fully functional in order to achieve this requirement however it is critical to the success or failure of the filter.

As my project title suggests my filter should have some degree of intelligence, the filter should have the ability to build up a knowledge base of spam words and good words related to the specific user.  After a certain amount of time the filter should be able to achieve a near 100% spam detection rate, based on the ‘learning’ over time.
The filter will also handle the POP3 connection, using the python email libraries ill retrieve the email message and headers, then pass them onto the filter to be analysed.
Many good filters come with a training facility that allows the user to manually input spam emails that they have previously received into the filter.  If I have enough time I will develop a command line based training mechanism.

3.3.2 Non-Functional Requirements

Platform compatibility – A lot of filters only work with Microsoft operating systems and are specific to outlook, my filter must work on nearly all operating systems. 

Extensibility – The filter should be easily upgradeable, I will be developing the filter in stages so it will be easy to add new versions on top.
Deadline – The system must be finished and fully functional by April 19th
User requirements:

· Internet connection
· Email account
· Email client
3.3.3 MoSCoW Prioritisation

The MoSCoW Prioritisation technique allows me to breakdown the project into different functional requirements, and the level of importance that each requirement has.  The requirements are put into 4 categories:
· M - MUST have this. 

· S - SHOULD have this if at all possible. 

· C - COULD have this if it does not affect anything else. 

· W - WON'T have this time but would like in the future. 
Must
These criteria’s must be met otherwise the project will not be a fully functional.
Functional requirements

· Handle connection from client to filter
· Handle POP3 connection

· Scan email and distinguish whether they are spam or ham

· Provide user with feedback. (tag subject title)

· A database holding the words with their probability value, this will be subject to change as the filter is used more often the values will alter according to how often each word is contained with a spam email.
· To be deemed intelligent filter needs to be able to build knowledge about spam and try to adjust to the certain spam that the specific user receives
Non-Functional requirements

· Project must be delivered by deadline April 19th 2007
· Internet connection

· Email account

· Email client

Should
Functional Requirements

· Filter mail with as close to zero false positives as possible

· Easy to install, user should simply just connect to the filter via their client

· Allow users to ‘train’ the filter, command line or web based.

Non-Functional Requirements

· Be easily upgradable to the next version
· Users should be able to use the filter on any operating system
Could
Functional Requirements
· Provide user with statistics about current spam filter, amount of spam in week most popular topics, spammers etc
· Filter on more than one email account
Wont

Functional Requirements
· An interface created using the tkinter python library allowing the user to select emails and send them directly to the trainer.
· Filter through IMAP connection

4. Development and Design
4.1 Development Methodology
To develop my software I will be using the evolutionary prototyping approach, each week as I develop my software I will evolve the previous weeks work, gradually stage by stage I will build up to a fully functional spam filter.

To help me achieve this I split the development and implementation up into 4 separate stages.  I am starting this project without any Python experience so it is vital for me to initially learn and use the language, then to develop the basic connection and receiving of messages and then eventually to analyse them with my filter.  Each development stage has very precise requirements and what is required to go on to develop the next stage.  

4.2 Development stage 1

At the first stage I will be prototyping different python programs to help me gain knowledge of the programming language, its libraries and general syntax.  I will implement a number of programs that I can use throughout the development process.
This stage will have the most programs as I will be building up my knowledge from the very basics, all source code can be found in the appendix.  
4.3 Development Stage 2
During development stage two, I will implement the POP3 protocol so that the software can download the messages from the ISP’s server and store each individual mail ready for filtering analysis.  

POP3 is a relatively simple protocol it allows the software to connect to the server and download a list of messages available from the server.  The first things required for the POP3 connection are the servers address, username and password.  To retrieve these from the user when the program is first run it will prompt the user for a user name and password, this is done using the ‘getpass’ module, this has functions that can prompt the user for the relevant details.

	getpass(
	[prompt[, stream]])


Prompt the user for a password without echoing. The user is prompted using the string prompt, which defaults to 'Password: '. On Unix, the prompt is written to the file-like object stream, which defaults to sys.stdout (this argument is ignored on Windows). 

	getuser(
	)


Return the ``login name'' of the user. Availability: Unix, Windows.

(Python library, 2007)

After authentication the application then needs to connect to the server, to do this I firstly need to import ‘poplib’ which is a standard library available with all python 2.5 downloads then create the connection code which will look like this:


Poplib : This module defines a class, POP3, which encapsulates a connection to a POP3 server and implements the protocol as defined in RFC 1725. The POP3 class supports both the minimal and optional command sets. Additionally, this module provides a class POP3_SSL, which provides support for connecting to POP3 servers that use SSL as an underlying protocol layer.
Poplib also allows for SSL which is very useful as some major ISP’s will only allow connection with SSL, gmail for example will refuse the POP3 connection if it isn’t authenticated with SSL (secure socket layer).  Python also provides a POP3 error catching module, which is very useful for analysing problems when developing the POP3 connection.
	class POP3(
	host[, port])


This class implements the actual POP3 protocol. The connection is created when the instance is initialized. If port is omitted, the standard POP3 port (110) is used. 
	class POP3_SSL(
	host[, port[, keyfile[, certfile]]])


This is a subclass of POP3 that connects to the server over an SSL encrypted socket. If port is not specified, 995, the standard POP3-over-SSL port is used. keyfile and certfile are also optional - they can contain a PEM formatted private key and certificate chain file for the SSL connection. 
exception error_proto 

Exception raised on any errors. The reason for the exception is passed to the constructor as a string. 

Once connected to the server the application then needs to download a list of messages available on the server, this is done using a list in python:

numMessages = len(M.list()[1])

When we have the number of messages available we can loop through and retrieve them using 

    message = server.retr(msgNum)[1]

   
print message
4.4 Development Stage 3

Development stage 3 will be the actual filter that I plan to implement, the filter will use statistical analysis based on the Bayesian filtering technique.  Once the software has retrieved the email using the POP3 connection the filter will analyse it and then make a decision as to whether the mail is safe or not.  
The filter will be an innovative self learning application offering the user full protection from harmful and malicious spam.  The filter will build up a spam tracking database specific to the user, so the more spam the user receives the better the filter will get at analysing these emails.

I am going to try to incorporate different techniques into my filter however the main analysis will be done by the Bayesian aspect of the filter.

· Text statistical analysis – The filter will analyse words which have been broken up into tokens, these particular words will then be assigned a value ranging between 0 – 1, these values then determine how dangerous these words are.  E.g. the word loans may have a high rating because its often contained within a spam message, however words like ‘teach’, ‘university’ will have a lower rating.  The filter will compute these values either subtracting or adding then compare it to an overall value which determines the likelihood of this message being spam

· Header analysis – 


All of the values in the header can be analysed to check for spam, the header is often an easy giveaway as to whether or not its spam.  The above examples is a legitimate email, as you can see the from: and to: fields are populated with one address, in spam this is often not the case and these fields will be crammed with address that the spammer is sending to.  The Message-id: is often another give away and easy to spot when analysing the email, this will contain a lot more detail than the example above.  

Developing Bayesian Method for spam filtering

The development of my filter will be loosely based on Paul Graham’s filter which he developed in 2002 using LISP and has been renowned throughout the world.  As I am, he uses Bayesian statistical analysis to filter spam, with a 100% success rate.
The filter will sit between a person’s email client and there ISP, the filter will be situated on the user’s PC.  When an email is received the filter will scan all of the email including the header, words will be broken up (tokenised) and added to a table, the words will then be matched with those in the filters database and each word assigned a value.  The total of these values determines the overall outcome and whether the message is spam, ham or unsure.  The filter adds one of the classifications to the subject title within the header of the email.
To make things easier for me I have started with a pre-determined database of ‘spam’ and ‘ham’ words which all carry a value of 0 – 1, these however will change the more times the filter will use and will eventually be specific to that user.  
Words that are not within the filters database will be automatically assigned a 0.5 value and the filter change according to how often this word occurs and how often it is in a spam message.  Most spam words are so familiar that they have already been entered into the filters database.

A good example of probability filtering is Paul Graham’s filter, when new mail arrives at he scans the email then breaks it into tokens, he then gauges how ‘interesting’ the words are by measuring how far there probability value is from the neutral 0.5.  Then by calculating the combined probability the filter is able to distinguish between spam and ham

4.5 Development Stage 4

One of the easiest ways for the user to make their spam filter more efficient is to use a ‘training’ facility.  This allows the user to ‘paste’ into the application any spam mails they may have received before they installed the filter.  This is usually done on a command line or web based interface.

I would like to develop a training module however this does seem like a rather big task and this will be dependent on time and how much time I have left after I have implemented the filter.  

One of the ways this can be done is by using the command line in Python, and simply allowing the user to paste directly into the Python console. These emails can then be analysed and the probability table can be amended accordingly.  This is a very easy way of ‘training’ your filter to get better rather than waiting for the filters knowledge base to build up overtime.  A training module will also guarantee lower false positives a lot quicker.
Design

Use drawing write out formula for working out spam.
4.6 Development Tools

The main tool I will use is Wing IDE developed by wingware; this is a good python IDE and provides a very nice interface which is easy to use.  It also comes with very good debugging tools.

Any diagrams needed for development and design will be created using Rational Rose.

6. Implementation
6.1 Introduction
Over the next few months I will implement each stage 1 by 1, the end result of each stage leading into the beginning of the next.  I have fully documented my plan and possible risks, GANTT diagrams are in the appendix.

6.2 Implementing Stage 1

The first stage will cover all the basics of python and as my knowledge grows I will tackle the more technical aspects of python.  Once I think I have reached a good level of understanding python I will go into stage2.  I will be implementing a number of different small programs, any aspects I find difficult will be documented below as well as any learning outcomes I think I have achieved.  Any software mentioned in this stage will be available in the source.
	Software Name
	Version
	Appendix Ref
	About

	Helloworld.py
	1.0
	10.2.1.1
	Hello world in python, everyone’s favourite program.

	Ageofperson.py
	1.1
	10.2.1.2
	Calculates persons age in days

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7. Testing
7.1 Introduction
I will be using a variety of testing techniques to measure and evaluate the functionality of my program.  I will not be performing any testing at development stage 1 as these are simple programs that I know work.  The main areas of testing will be around stages 2 and 3, checking the POP3 connection and also the functionality of the filter.  
Although there will be error checking within testing, the main emphasis will be on the connection and successful filtering of emails.

7.2 Verification and Validation

The first stage of testing will be verification which will be carried out concurrently with the implementation of the software; this is to ensure that I am adhering to my development and design plans.  To ensure I am on the right course to creating an efficient filter I will verify my work after each development stage.  
	Development Stage
	Test

	Stage 1
	

	    Part 1
	Suitable practice software implemented? A good understanding of the Python programming language.

	Stage 2
	

	    Part 1
	Building on previous knowledge, POP3 connection is implemented?

	Stage 3

    Part 1

    Part 2
	Using POP3 connection, filter implemented and ready to be tested.

Filter tested against specification.


As well as verification the system also needs to be validated to ensure the actual functionality of the system is what the user requires.  I will compare how my implementation is going in comparison with what my developments require.
	Development 
	Test
	Check

	Stage 1
	
	

	    Part 1
	Implementation of suitable software to build python knowledge including:

· Basic Data Types

· Basic If statements and looping
· Copy input to output

· Functions

· Input/Output – Writing to file etc

· Basic Tkinter 

· Python Libraries

· SQL and Python
	Y

	Stage 2
	
	

	    Part 1
	Implement POP3 connection:
· User prompted for input (username, password, address of email account) using ‘getpass’?

· Connection established to ISP (poplib)?

· Download of messages to Python?

· Possible download of messages to file?
	

	Stage 3

    Part 1


	Implementation of filter:

· Filter scans all contents of email including headers?

· Each word/known phrases and the amount of times these words appear are added to a table?
· These words are then compared against probability table and assigned a value?

· Using probability calculation described in design, overall value of email message is derived?

· Does the filter achieve near 0% false positives? 
	


7.2 Test cases

To further validate my code I will test each individual class against tests cases that I have created I will document the expected outcome and the actual outcome, any comments or observations will be noted.

Pop3con.py
	Test
	Expected Outcome
	Actual outcome

	User enters details after being prompted
	Successfully added to filter
	

	User enters incorrect email address, username or password?
	User prompted for new details
	

	Unable to connect to email server
	Error message providing feedback
	

	Connection successful 
	User notified mails are being retrieved and passed to filter
	

	After filtering email is returned to client
	User able to read email in client after filtration
	


Bayfilter.py

	Test
	Expected Outcome
	Actual outcome

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


7.3 Stress Testing
As part of the testing process I will be using a subset of Stress Testing called Volume testing.  This will test the applications integrity when it has to retrieve and analyse a lot of emails, this might be the case when the user first installs the software.  
To test this fully I created an email address in January 2007 to act as a ‘honeypot’, I registered the email address to known spamming sites and forums, as well as placing it in random places over the internet.  I left the email address until March 2007 when I returned I was surprised at just how much spam I had received my mail quota was at 60% and not one of these emails were of interest to me.  This was taking up nearly a gigabyte of the server’s storage space.

However, after time this isn’t enough emails to test the software fully.  To help with this I downloaded a tool written in VB that spam’s an email address with random input defined by the user. 
Volume Testing Filter

	Test Input
	Expected Result
	Actual Result
	Comments

	1 email
	100% accuracy
	
	

	10 emails
	100% accuracy
	
	

	50 emails
	100% accuracy
	
	

	100 emails
	100% accuracy
	
	

	150 emails
	100% accuracy
	
	

	250 emails
	95% accuracy
	
	

	500 emails
	90% accuracy
	
	


8. Evaluation
8.1 Future Developments
Uppercase and Lowercase characters
One of the more recent forms of spam is to use upper and lower case characters for certain words.  Even though the filter views these as string and it ignores whether it is upper or lower case, the efficiency of the filter could be improved by pinpointing these straight away.  Few legitimate emails will have these types of words, so could be classed as spam far quicker.  Another technique could be to calculate the number of uppercase characters to lower case against the amount of words.  If there is an unusual amount of upper or lower then this can help towards the analysing of spam.
Punctuation and random numbers

Spammers often use random numbers in certain words e.g. v1agra the filter can recognise these messages containing these types of word as spam straight away, a legitimate email would not contain full phrase of words made up of letters and numbers.
Another technique used by spammers is to insert certain punctuation within words making it very difficult for the filter to analyse them.  It could be possible for the filter to take all punctuation out of the message leaving just strings allowing the filter to easily analyse them.

Using APOP and RPOP with filter

The filter connects to the POP3 server and simply authenticates itself with the username and password, APOP and RPOP are part of the POP library and these add extra security for when the user initially logs onto the server.
	apop(
	user, secret)


Use the more secure APOP authentication to log into the POP3 server. 

	rpop(
	user)


Use RPOP authentication (similar to UNIX r-commands) to log into POP3 server. 

(www.python.org, 2007)
IMAP Filtering
Currently the filter will only work with POP3; it could be possible for the filter to also an IMAP connection to retrieve emails.  This is very similar to the POP3 code, however it uses the ‘imaplib’ library instead of the POP3 library the code is very similar and would open up the software to a wider number of users.
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>>> 


Mary had a little lamb,


it's fleece was white as snow;


and everywhere that Mary went her lamb was sure to go.


Make  This 


>>>





>>> 


Input a rate and a distance


Rate: 10


Distance: 1000000


Time: 100000


>>>





>>> 


1 <= 7


2 <= 7


3 <= 7


4 <= 7


5 <= 7


6 > 5


7 > 5


8 > 5


9 > 5


10 > 5


>>>
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(let ((g (* 2 (or (gethash word good) 0)))


      (b (or (gethash word bad) 0)))


   (unless (< (+ g b) 5)


     (max .01


          (min .99 (float (/ (min 1 (/ b nbad))


                             (+ (min 1 (/ g ngood))   


                                (min 1 (/ b nbad)))))))))








Filter





from poplib � HYPERLINK "http://www.devshed.com/" \t "_blank" �import� *��server = poplib.POP3('localhost')


server.user(getpass.getuser())


server.pass_(getpass.getpass())











Received: from mail.bieberdorf.edu (mail.bieberdorf.edu [124.211.3.78]) by mailhost.immense-isp.com (8.8.5/8.7.2) with ESMTP id LAA20869 for <tmh@immense-isp.com>; Tue, 18 Mar 1997 14:39:24 -0800 (PST)�Received: from alpha.bieberdorf.edu (alpha.bieberdorf.edu [124.211.3.11]) by mail.bieberdorf.edu (8.8.5) id 004A21; Tue, Mar 18 1997 14:36:17 -0800 (PST)�From: rth@bieberdorf.edu (R.T. Hood)�To: tmh@immense-isp.com�Date: Tue, Mar 18 1997 14:36:14 PST�Message-Id: <rth031897143614-00000298@mail.bieberdorf.edu>�X-Mailer: Loris v2.32�Subject: Lunch today?


(� HYPERLINK "http://www.stopspam.org/email/headers.html" �http://www.stopspam.org/email/headers.html�, 2007)





(let ((prod (apply #'* probs)))


  (/ prod (+ prod (apply #'* (mapcar #'(lambda (x) 


                                         (- 1 x))


                                     	probs)))))

















